KoHdpuaeHumnanbHble BbIUNCNECHUA:
TE@XHO/IOTUN U KEeNChI npumeHeHWnA
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KoHpunaeHUMaNbHblE BbIMNUCAEHUA

3alMLLAlOT AaHHble NpU UX 06paboTKe ¢ MCcnonb3oBaHMEM WNGPOBAHUA U U30IMPOBAHMA 061aCTU NaMATH.
Kntou wndpoBaHUA — He U3B/IEKAEMbIN, CEKPETHbIN, BCTPOEH B NpoLLeccop.
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TexHonorua A0CTyNHa Ha PblIHKe, aBTOHOMHa U J1I0OKa/Z1In30BaHa. MCI'IOJ'Ib3yETCFI B NMPOMbILWNIEHHbIX BHEOQPEHUAX.



KoHdpmnaeHUManbHblie BbIYMUC/IEHUA — HEAOCTAOWMNA SNEMEHT ANA
NOJIHOM 3aLUTbl AAHHbIX

KoHduaeHUnanbHble BbIYNCAEHUA MO3BONAIOT PEA/IN30BaTb CKBO3HYHO 3aLLMUTY AaHHbIX Ha BCEX 3Tanax 06paboTKu: BO BpeMs XpaHeHus,
nepenaym n obpaboTku
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3awuTa npm XxpaHeHum 3awuTta npu nepegade
LndposaHune gaHHbix B CYB/, LLndpoBaHue gaHHbIX NpU Nnepegaye
dainosoli cucteme no cetu 3awuTa npu UCnoab3o0BaHUMU

3awmTta gaHHbIXx 8 RAM 1 npum
BblUMCAEHUAX
CyuwiecTtByoLLan 3awmTa

lMonHaa cKBO3HaA 3awWmMTa AAHHbIX

KOH(I)M,EI,EHLI,VIEU'I bHble BbluMCNEHUA 0becneYynBatoT:

=5 KoHdupeHuManbHOCTb AaHHbIX o LLenocTHOCTb AaHHbIX = LlenocTHOCTb KOAa
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=4 HeBO3MOXHOCTb U3MEHeHUs/yaaneHuns - HeBO3MOXHOCTb U3MEHEHNA/yaaneHuns

HeBO3MOXHOCTb MPOCMOTPA AAHHbIX

BHyTpu TEE OaHHbIX BHYTpM TEE ncnonHaemoro koga TEE



CpaBHeHune TEE Ha pa3/IMYHbIX TEXHONOIMNAX

3awmuiaemasn obnactb

KopeHb poBepua

ATTectauua aHKNaBoB

CneumanbHoe annapaTtHoe
obecneueHue

MNoppepixKa B obnakax
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Intel SGX: TexHONOrMA AOCTYNHA HA PbIHKE, aBTOHOMHA U UCMONb3YEeTCs B MPOMBbILLJIEHHbIX
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Cepsep
napTHepa

SGX — Habop MHCTPYKLMIM paboTbl C LUNPPOBAHHOM NaMATbIO, BCTPOEH B
npoueccop Npu ero npomnssoacTee. HeT 3aBucumocteit ot Intel nocne
NpPou13BOACTBA Npoueccopa.

TexHonorua nogaepXumnBaeTca sCemMn COBpeMEHHbIMU CepBEPHbIMU
moaenamu.

MpY MCnoNb30BaHUK NI0KaIbHOW aTTecTaL MM aHK/1aBoB HeT He06XoAMMOCTH
[ocTyna K cepsepy Intel.

MonHaa aBTOHOMHOCTb NMPU UCNOJIb3OBaHUMN:

v

Mpoueccopbl cBOBOAHO AOCTYMHbI HA PbIHKE U B
061a4HbIX cepBucax

JlokanbHaA aTTecTauma aHKknaBos 6e3 obpalleHma K
cepsepy Intel

MpoBepeHo Ha NPOMbILLZIEHHOM UCMO/Ib30BAaHUMN B KPYNHOIA
durHaHcoBOM rpynne



Aggregion Data Collaboration Platform @

EavHaa nnatpopma Ans COBMeECTHOM 6e30nacHon paboTbl C JlaHHbIMU U
ynpaB/ieHUss KOMMYHUKaALUAMM Ha UX OCHOBE

[oTOBbIE peweHnAa anAa SKOCUCTEM.

Aggregion Data Collaboration Platform
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L L — Sales Lift oT4eTHOCTb

@ — Bepudunkayma Ha ocHOBaHUM GAKTOBbIX AAHHbIX

— OTYETHOCTb U BUNAUHT

CKBO3HOM UMK paboTbl C AaHHbIMK HA ogHOM NaaTdopme: OT NybAnKauMii B KaTanore Ao
MOZENNPOBAHMNA N MPOMbILINEHHOIO 3KCMAyaTaunn moaenei

EanHan cpena pa6OTbI dHa/IMTUKOB U MapPKETO/10ros

duKcaums Bcex onepaumii U BUNAUHT NapTHEePOB



TexHonorna KoOHPMAEHUNANbHbIX BblYMCAEHUN Aggregion

Ha npumepe Mcrnonb3oBaHUA aHK/IaBOB Y KaXK40ro U3 NapTHEpOB
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Cxema paborbi:

1.

CKpU1NTbI BbIYUCNEHWNI COrNAcyoTCA NapTHEPaMM 1 NOANUCHIBAOTCA B
6/10KYElH.

3alUMLLEHHDbIN aHKNaB 3aMyCKaeTcA Ha CTOPOHE Ka4oro napTHepa,
MeKay aHKNaBaMy YCTaHaBANBAETCA 3aLMLLEHHOE COeANHEHME.

Ha cTopoHe napTHepOoB N3B/IEKAETCA CKPUNT, MPOBEPSETCSA, YTO OH
NoAnMcaH NapTHEPOM M NOMELLAETCA B aHKNaB

CKpMNT Ha CTOPOHE NapTHepa U3BJIeKaeT AaHHble A1 UCMONHEHNS

[aHHble 06pabaTbiBaloTCA B KaXK40M aHKNAaBe NapasnsiesnbHo.
O6wan yactb 06paboTKM NPOMCXOAUT Y OAHOIO U3 NaPTHEPOB (KaK
YKa3aHo B napameTpax CKpunTa)

Pe3ynbTaTbl 06paboTKM NepeaatoTca 0AHOMY U3 NapTHEPOB UK BO
BHELLHWIA CEPBMC B COOTBETCTBME C IOMMKOM CKpUNTa

duKempyeTca GaKT 3anycKka CKpunTa B pacnpeaeneHHoOM peecTpe.
AHKNaBbl 3aBepLIAIOTCA W YAaNAIOTCA.



BapMaHTbI opraHnsaunm gosepeHHbIX cpea NCNnoJIHeEHNA

LeueHTpanusoBaHHbIN
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* TEE B KOHTYpe napTHepoB
* 3awmuieHHoe mTLS-coegmnHeHne mexay TEE

*  Bo3moxHOCTb Bbl6opa TEE-McnonHuTeNs ANA Kaxaoro
BblYMCAEHMSA
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napTHepa 1 napTtHepa 2 napTHepa 3
TEE Proxy — KAMeHTCKOoe NpuaoxKeHmne OTpenbHble TEE, Hanpumep, gna
WK paclumnpeHmne B bpaysepe. Hambonee KPYnHbIX KOMNaHUn/c

0cobbIMK TPebOoBAHMAMM K AAHHbIM

(tanna cBasu 1 np.), TEE proxy — ans
dyHKuMKM TEE proxy: OCTa/IbHbIX

1. Arrectauma TEE

2. YcTaHOBKa 3awmuleHHoro coeanHenma c TEE



PbIHOK KOHOUAEHUMANbHbIX BbIMUCAEHUN

ONTUMUCTUYHBIN
$52-54B

CAGR*:
95-100% BasoBbiit

$22-24B
2021 2026
Hardware Software Services
(28-30%) (62-64%) (5-7%)

BaHKu U puHTEX

* Confidential computing consortium

Privacy-enhancing calculations is a top strategic technology trend 2022
(Gartner)

Gartner expects 60% of large organizations to use one or more privacy-
enhancing computation techniques by 2025. (Gartner)

Privacy enhancing technology market is expected to grow by a CAGR of
27% and reach a value of $ 25.8 billion by 2033 (WEForum)

Nek.23 — MS Azure gobasasaet noaaepxky NVidia GPU ana Confidential Al

OkKT.23 — Huawei BbinyckaeT Qingtian enclave B cBoem Knayae

CeH.23 — Google Cloud nobasnset noaaepky Intel TDX

OKT.22 — NVidia BbinyckaeT H100 c noaaep»xKoi TEE ana Confidential Al



https://techsauce.co/en/pr-news/gartner-identifies-the-top-strategic-technology-trends-for-2022
https://techsauce.co/en/pr-news/gartner-identifies-the-top-strategic-technology-trends-for-2022
https://www.weforum.org/agenda/2023/10/the-impact-of-privacy-enhancing-technologies-pet-on-business-individuals-and-society/
https://confidentialcomputing.io/wp-content/uploads/sites/10/2023/03/Everest_Group_-_Confidential_Computing_-_The_Next_Frontier_in_Data_Security_-_2021-10-19.pdf
https://www.youtube.com/watch?v=Bxg_gfABPC0
https://en.prnasia.com/releases/apac/huawei-cloud-in-token2049-fueling-web3-advances-with-key-breakthroughs-418364.shtml
https://cloud.google.com/blog/products/identity-security/confidential-vms-on-intel-cpus-your-datas-new-intelligent-defense
https://www.nvidia.com/en-us/data-center/solutions/confidential-computing/

Bcé ewé He poBepaeTe KoHOMAEHUMANbHbIM BbIYUCAEHUAM?

-- Microsoft ucnonbayert Intel SGX gns obecneyeHns 6e30nacHOCTU AaHHbIX B 06/1a4HbIX cpegax. B Azure
. Confidential Computing SGX nomoraeT nsonuMpoBaTb YyBCTBUTENbHbIE AaHHble U BbluncneHus. Intel SGX and TDX
Microsoft Use Case

(_) Alibaba Cloud Alibaba Cloud BHegpuna Intel SGX gns 3awmtbl PUHAHCOBBIX AAHHbIX U YNydLeHMa 6e30MaCHOCTM CBOUX
IDaba Lioud oenaymbix cepBucoB.Trenton Systems

iorn_anii- Fortanix ncnonbayer Intel SGX gna cosgaHuna pelleHnin B 061acTy ynpaBneHns Karoyamm v WwndpoBaHus,
||| npeanarasi CBOMM KJ/IMEHTAM YCUJTEHHYHO 3alUNTy AaHHbIX HAa YPOBHE annapaTHoro obecrneyeHus. Fortanix - Intel
SGX in Action

Google Cloud BHegpsieT Intel TDX (Trust Domain Extensions) ans o6ecrnevyeHns 6€30MacHOCTU CBOMX
BUPTyasbHbIX MawnH. Google Cloud - Intel TDX Use Case

MuHucTepcTBO TypnamMa NHaoHEe3nn peannsoBano KoHbuaeHUManbHbii 06MeH HabopamMu AaHHbIX MeXay
ABYMSl onepaTopamMu MobunbHom cBsdu yepea TEE. Llenbto npoekTa 6b1/10 NoNy4yeHne CTaTUCTUKM TypnusmMa Ha
OCHOBE 0O6beAUHEHHbIX 06€3/TMYEHHbIX flaHHbIX ABYX COTOBbIX ornepaTopoB. Intel SGX

The Ministry of Culture and Tourism,
The Republic of Indonesia

KomnaHus Bosch ncnonbayert Intel SGX gnsa 3awmtbl AaHHbIX NpyU 06y4eHMM MoAeNen MallMHHOIO 06y4YeHus.

@ BOSCH OHMK1Cnonb3ytoT peanbHble faHHble, KOTOpPble OCTaloTCA HEM3MEHHbIMU BHYTPU aHknaea Intel SGX, uto
NO3BOJIAET YCKOPUTb NPOLECC M YNYYLLMTb KayeCTBO pe3yibTaToB, NPy 3TOM CO6/t0Aas 3aKOHbI O 3aLiuTe
AaHHbIX Intel SGX

OpraHu3auma Nno  o=con Faig no TexHonoruam Crpaterus oduca

o : 9KOHOMMYECKOMY SRE 3awmTbl privacy - OOH NpesuaenTa CLUA no o
nvacy-ecmg ENHANCING 2 §
technologies (PETS) A3BUTUIO U P Pa3BUTUIO KOHO.

B bl '-I M Cn e H M ﬁ NATIONAL STRATEGY TO ADVANCE

COTPYAHUYECTBY cco DIGITAL EcoNoMY

PRIVACY-PRESERVING DATA
SHARING AND ANALYTICS

@) 0ECD



https://www.trentonsystems.com/en-us/resource-hub/blog/intel-pfr-sgx-and-tme-use-cases
https://www.trentonsystems.com/en-us/resource-hub/blog/intel-pfr-sgx-and-tme-use-cases
https://www.trentonsystems.com/en-us/resource-hub/blog/intel-pfr-sgx-and-tme-use-cases
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
https://www.intel.com/content/dam/www/central-libraries/us/en/documents/2022-11/xeon-accelerated-security-product-brief-v3-q123.pdf
Privacy-enhancing technologies (PETs) | ICO
2023_UN PET Guide.pdf
Emerging%20privacy-enhancing%20technologies:%20Current%20regulatory%20and%20policy%20approaches%20|%20en%20|%20OECD
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Strategy-to-Advance-Privacy-Preserving-Data-Sharing-and-Analytics.pdf

Beeline Big Data
CoBMeLLIanTe yyLuee

KomnaHunn pa3sBmBatoT NapTHEpPCTBa, CO34aBaA LLEHHOCTU B COBMECTHOM pa60Te

CnvpraooHoOB APTEM,

Program manager

Open Ecosystem and Big Data
AAspiridonov@beeline kz
+77072117946
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