BHeapeHne MHHOBaLWIA
c nomoLLbto Data Fortify
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— opraHm3auum oT
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Nnbpap CyxaHoB
TexXHUYEeCKNN KOHCYIbTaHT No 1SG
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NnpepctBo B 06nacTu 3aLLmTbl aHHbIX M YCTOMUYMBOCTU AaHHbIX

# 1O & pelwleHus angd
1800+ 3alWmnTbl JaHHbIX?

Sa Ka3l..| l/l KOB I'IepBoe «n30rnpoBaHHOE» pelueHne and BoOCCTaHOBIIEHNA C HAaCTpanBaeMbiM

pa3BEPThLIBAHNEM
Cyber Recovery!

17 EB+

3awmLeHo
OaHHbIX B
obnake

zDP: lepBas z/OS peanusauns 3almTbl OT NOFMYECKUX NOBPEXAEHNN

MpeacTtaeneHo pelwweHne PowerProtect Cyber Recovery

MepBbI NOCTaBLLMK TEXHOMOMMIM B NnapTHEpPCKon nporpamme Sheltered Harbour
Alliance

lMepBoe ogobpeHHoe pelleHme ansa Sheltered Harbor Solution — PowerProtect
Cyber Recovery

lMpeacTtaeneHo pewweHne PowerProtect Cyber Recovery ans Multi-Cloud & AWS

OdmumanbHag nogaepxka PowerProtect Cyber Recovery ansa DLm

MpencraBneHo pewenne PowerProtect Cyber Recovery ana Azure n Google
Cloud

YnpaeneHue ycrnyron as-a-Service APEX Cyber Recovery Services

1 Based on Dell Technologies internal analysis, July 2023

2 Based on combined revenue from the IDC 1Q23 Purpose-Built Backup Appliance (PBBA) Tracker, with select Storage Software segments from the 1Q23 Storage Software and Cloud
Services Tracker

>35K 241 M+ 9494 10,000+

3aBepLUEHHbIX NMPOEKTOB

CneuunanucTbl Mo MNopaepxmBaeTcs PeATUHr
TpaHcopmaLumm

obcnyxuBaHuio 1 acceToB TEXHUYECKOWA |
noaepxke nomaepxkkn CSAT D&ALTechnologies



Bpemsa ycTton4yneocTtu npuLLno!

“IlpeobpaszosaHue KubepbesonacHocmu 8
Kubepycmou4yusocms ripedriosiazaem ripuopumem
ycmouyusocmu Hal 3auumou, a makxe rnosbiweHue
MEeCMHbIX OUCUUIIIUH U HasbIKo8, UCIOosb3yeMbIX
ogbucom yripasreHus HerpepbisHocmMb bu3sHeca, Hao
mpaouUUOHHbIMU 3aWUmHbIMU cmpameausimu 2pyrir

r kubepbesonacHocmu..”
I ® Gartner, You Will Be Hacked, So Embrace the Breach!

"Co30alime Kak MUHUMYM HEeU3MEHSEMYIO pe3ep8HYyHo
Koruto, eblbpas b510KUpPOBKy 3ariucu uru Hocumersib
WORM, nipexxde yem npucmyriams K Kakum-rubo
Opyaum uUHUUyuamueam, rnoCKOsbKY Hanu4ue
Heu3MeHseMoU Kornuu pe3ep8HouU Koruu siersgemcsi
Hauboriee 8aXXHbIM 35ieMeHMOoM Ori1 Haqarna 3auumsl

pe3epBHbIX OaHHbIX».
Gartner, Innovation Insight for Leveraging Isolated Recovery
Environments and Immutable Data Vaults
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OCHOBbI YCTOMYNBOCTH

.
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T T

HeunameHsaemocTb
Retention Lock Compliance Mode
Cohasset Associates (2013)

+ SEC 17a-4(f) Compliance

« FDA21 Part i

+ Sarbanes-Oxley Act

I\

IBoMHaa poneBas aBTopu3auus

Admin & Security Officer
» Sensitive & Destructive Commands (95+)

CkBoO3HOe wucpoBaHue
Data in Flight: TL2 1.2 256 Bit
* Data at Rest: FIPS 140-2 Crypto Libraries

Multi-factor Authentication (MFA) — RSA
» Web UI, CLI, Security Officer, and iDRAC

Integrated Lights Out Mgt Hardening
(iDRAC)

Local or External Key Management (KMIP)

INMorn 6e3onacHocu B SIEM / SOAR

\

erPrat -
/ 4

l 5"—\ iy

_/

PowerProtect

DD

/-f

3awuTta cucTeMHbIX YacoB. KoHTponb
BMewaTtenbcTtBa B NTP.
« Change, Drift, Sync

\_
>

Custom System OS - DDOS

OrpaHunyeHHbIn goctyn B BASH
* HeBo3moOXHOCTb nepesanycka B Single User pex{ume

File System — DDFS

XelmpoBaHHbIE KOHTEMHEPBLI — HE pacrno3HarTca malware

Be3sonacHbIn npoTtokon - DDBoost
» Encrypted, Secure, Authorized, Not Open

ApwaeKTypa HeyA3BUMOCTU OaHHbIX
MocTosiHHO npoBepsAeT, ABNAKTCA I 3anMcCaHHble
AaHHble COXpaHEHHbIMM — CaMOBOCCTaHOBMNEHME
BesonacHaa AD / LDAP AyTteHTucpukaums
Be3sonacHble ycnyrn yaanéHHon nognepxku

PoneBou goctyn
Limited Admin, Operator, Security Officer
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CTONYNBOCTU

EMC

PowerProtect
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PowerProtect Data Manager

P “ DD series
D<AL Technologies
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OnoBeLlleHne ob aHoManuax

s

OnoBeLyeHne 06
aHoMarnbHOM
NoOBEAEHUM, KaK TOSTbKO
OHO NPOM30NAET, C
MOMOLLIbIO
npenynpexaeHni

-

KoHTporb BbIGpaHHbIX
YCTPOWCTB N CUCTEM C
NMOMOLLIbIO
nogxogsiLiero Habopa
npasun.

MexaHnam aHanusa
COXpPaHSAET COCTOSIHNE
C HenpepbIBHbIM
MOHUTOPMHIOM

Vs
.

Jlérkas HacTpouka n
Ha3Ha4YeHne npaBun
MO YMOSYAHMIO U
HOBbIe NpaBuna.

.

D<AL Technologies



HHbIX — NMPON3BOACTBEHHAA CPpENa

-6

€ ans obecrneyvyeHnst ycTondmBoCTU ABYX KOMUI

/_ .
« Zero Trust Alignment

* Role Based Access Control (RBAC)
* Immutability

» Bceobulee wndpoBaHne

« Hardened Appliance

« [1BOMHaga ponesasd aBToOpmU3aLus

« MHorogaktopHaa aytTeHTUdpmnKaum4
« [enoynnukauma gaHHbIX

< A dekTMBHOE NOTPpedbneHne

« Key Management (KMIP)

*  ApxuTekTypa Heysa3BUMOCTU gaHHbIX(DIA)
» Integrated Lights Out Mgt Hardening

--------------------------------------------------------------------------------------
o CORS -

¥ ¥ : (iDRAC)
Production i  Production i DR  Her oTkpbiToro CIFS/NFS
~ Workloads  :i  Backup i « OroseuwjeHue 06 aHoMarnusix u
.................................................................................................................................. e

N
D&ALTechnologies
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MocTOAHHBIN NYThb K AaHHbIM Pennukaumsa, R/W

HenocToAHHbLIN NYTb K AaHHbIM == ====== Pennukauuns

MyTb ynpaBneHus YnpaBneHue yepes SSH,
HTTPS

Xpanunuwe Cyber
Recovery

Data onl =1

when |---=-F B =

HenocTofAHHbLIM NYTb K AaHHbIM unlocked) KoHTponb -

l YnpaBneHue
r-- HDocTtyn

L .
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Cyber Recovery

nocrne knbep-HapyLLueHus

........................................................................................
o .

Sync e

® % % @ Analyze
’ ’ \ R —
—

Automated Operational

Air Gap 9 A
5 P Lock
Production Backup ‘
§ i Workloads Workloads
3 } il @ S b |
i i Monitoring
FIETouES i Reporting é‘ 5
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Dell DPS

3alwumTa Bawwero bmusHeca

3aluTa nponsBoacTea

N3onsaumns / xpaHeHne KpUTUYECKM
BaXXHbIX JaHHbIX

PaclunpeHHblie Dell cryxobl
anga 6esonacHoOCTU U
YCTONYMBOCTU

Be3onacHbIN XXN3HEHHbIN
LMKN pa3paboTku

besonacHasa uenoyka
NOCTaBOK
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